Parental Control Function on Apple Devices.

All iPhones and iPads have parental control settings that allow you to manage several aspects of
your child's Apple devices. These include:

e Screen Time -You can set the times that your child is able to use their phone.

e App Usage - Setting time limits on Apps or categories of Apps (Social, Games, Utilities
etc).

e Adult Content Restrictions.

e Website Restrictions — Block access to certain websites.

e App Control-New applications must be requested and approved by an adult before
your child can install it.

e Contact Management — An adult can review and manage your child's phone contacts.

e Age Restrictions — Apply age ratings to allowed Apps, Movies, Music etc.

Itis possible to apply some or all of the controls depending on the restrictions you would like to
use. Itisimportant to know that some of the restrictions cannot always be applied to certain
Apps. An example is WhatsApp, although Meta (WhatsApp developers) has applied an age
restriction advisory to their App usage (Previously it was 16 years old, but this was reduced to 13
years old in April), due to this they have not included any parental control features within their
App. However, by using some of the above restrictions, it is possible to have some control over
their usage, using Apple’s parental control features.

The restrictions can be managed from your child's phone or if you have an iPhone this can be
managed through Family Sharing.

Parents with an iPhone or iPad.

1. Goto “Settings”.
2. Tapyour name (Your Apple ID).

3. Tap “Family Sharing”, then tap “Set Up Your Family”.

[E] Personal Information
[5) sign-in & Security
] Payment & shipping

[&) subscriptions

® iCloud
&) Media &Purchases

© Findmy

4 Family Sharing &



4. Tap “Create Child Account”

Done

-

Invite Family

You can add one more person to your family.

+ Invite Others

& Create Child Account

5. Enteryour child's details and tap “Verify You Are an Adult”

Cancel

Create a Child Account
This account will be part of your family
until the child is at least 13 years old. You
must be an adult and a child's parent
or legal guardian to provide consent.

John

Smith

Date of birth 08/06/2011

Verify You Are an Adult

6. Follow the onscreen instructions to complete the verification of your Apple ID.



7. Tap “Agree” on the “Family Privacy Disclosure” and the “Terms and Conditions”
screens.

< Back

Family Privacy
Disclosure

Send by Email

Family Privacy Disclosure for Children

Protecting children is an important priarity for everyone at
Apple. We believe in transparency and giving parents the
information they need to determine what is best for their
child. We work hard to offer controls for parents that are
intuitive and customizable. By creating an Apple ID for your
child, you enable them to enjoy Family Sharing features with
you and your other Family members. Your child will be able
to share music, movies, TV shows, books, applications,
phatas, calendars, location, and mare with you and your
Family. They will alsa be able to have their own personalized
Apple ID experience using all of the services and content
available to an Apple ID account holder,

PLEASE NOTE: THIS DISCLOSURE DOES NOT APPLY TO
THE DATA COLLECTION PRACTICES OF ANY THIRD-PARTY
APPS. PRIOR TO PURCHASE OR DOWNLOAD BY YOUR
CHILD, YOU SHOULD REVIEW THE TERMS, POLICIES, AND
PRACTICES OF SUCH THIRD-PARTY APPS TO
UNDERSTAND WHAT DATA THEY MAY COLLECT FROM
YOUR CHILD AND HOW SUCH DATA MAY BE USED.

Your Child's Apple 1D

With the Apple ID you create for your child, they wil be able
to take advantage of the entire universe of Apple features
and services that use Apple ID. For example, your ehild will
be able to:

Make and receive FaceTime video and veice calls.
Create and share photos, videos, audio messages and texts

using Camera, Photos, Messages, Mail, and other Apple
apps.

< Back

Terms and Conditions
Send by Email

Please read the fallowing terms before using your i0S
device. By using your iOS device, you are agreeing to be
bound by the i0$ Terms and Conditions, If you choose to
use iCloud or Apple Media Services, or both, you are
agreeing to be bound by the respective iCloud and Apple
Media Services Terms and Conditions

A. i0S Terms and Conditions
B. iCloud Terms and Conditions

C. Apple Media Services Terms and Conditions

PLEASE READ THESE AGREEMENT(S) (COLLECTIVELY
"AGREEMENTS") CAREFULLY BEFORE USING YOUR
i0S DEVICE, DOWNLOADING THE SOFTWARE UPDATE
ACCOMPANYING THESE AGREEMENTS OR USING THE
ASSOCIATED PRODUCTS AND SERVICES. BY USING
YOUR i0S DEVICE OR DOWNLOADING A SOFTWARE
UPDATE, AS APPLICAELE, YOU ARE AGREEING TO BE
BOUND BY THE TERMS OF THESE AGREEMENTS.

IF YOU DO NOT AGREE TO THE TERMS OF THESE
AGREEMENTS, DO NOT USE THE iOS DEVICE OR
DOWNLOAD THE SOFTWARE UPDATE. IF YOU HAVE
RECENTLY PURCHASED AN i0S DEVICE AND YOU DO
NOT AGREE TO THE TERMS OF THE AGREEMENTS,
YOU MAY RETURN THE iOS DEVICE WITHIN THE
RETURN PERIOD TO THE APPLE STORE OR
AUTHORISED DISTRIBUTOR WHERE YOU OBTAINED
IT FOR A REFUND, SUBJECT TO APPLE'S RETURN

Disagree Agree Disagree Agree

8. Ifyour child already has an email address (ApplelD) enter it here and skip to Step 11, if
they do not, tap “Do not have an email address?” then on the next screen tap “Get an
iCloud email address”. (Ifyou change their ApplelD, any purchases made under the
original ID will be lost)

Please enter John's email address.
It will be used as their Apple ID.

K

Da not have an ema

Iﬁ( Back B i & Bagk |
@ ®
- -
John's Apple ID John's Apple ID

Please enter John's email address.
It will be used as their Apple ID.

Do not have an
email adcress?
You can get a free iCloud smail
address la use as Jahn's Apple 1D,

Get an iCloud email address

Cancel



9. Create an email address (you don’t need to type the @icloud.com just the first part of
the address).

You may receive an error if the address is already in use, if this happens change the
email address (tip: adding a series of random numbers after the name will usually work)

< Back
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John's Apple ID

Enter an email address to use as Jahn's Apple I,

Email jsinithB81300 1 o

If the email address is available tap “Create Email Address” on the next screen.

< Rack
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John's Apple ID

Entor an omall addross to use as John's Agale 1.

Email jemith88130.:: o1l conr

[ ——

Create Email Address

Cancel

10. Next you need to create a password for this new email address (/ would advise not
letting your child know this password). Type the password in twice and tap “Continue”.

< Back

John's Apple ID
Password

Password

verify




11. Your number that is linked to your ApplelD will show as default, you can choose to
accept this or add a different number. This allows you to receive notifications such as
Extra Time requests, App installation requests etc. If you are going to allow your child to

use this email address or you have used an existing address you will be notified of new
sign-ins.

< Back

.

Phone Number

‘When John signs Tn on a new device or
ek browser, a verification code will be
sent to your phone number:

11 Jahn has their awn phane number, you
can use that number instead, Messaging or
data rates may apply.

Use a Different Number for John

12. The following screens are the configuration of the Screen Time (Parental Controls), you
can skip or edit the various controls as you go through it. | would recommend accepting
the defaults, all the settings can be changed via the Family Safety app on your phone.
Tap “Continue” to review these settings.

b4

Screen Time

Use Screen Time to see John's app
and website usage, including how
much time John spends on their
device. Yeu can alsa set parental
controls for content, privacy and more.

Weekly Raports

Downtime & App Limits




13. Content Access - These settings allow you to specify access to Apps, Music, Videos
etc based on the age rating. The default ratings are based on the date of birth you
entered in Step 5.

< Back

O

What content can
John access?
Choose an age for suggested

content restrictions, or customise
for each type of content.

Age: 12

. °
_ -
& 'webContent  Limit Adult Websites ¢
Apps 124¢
@ Movies 128
TV Shows 2
(L) Bocks Clean ¢
ga  Apple Media -
8 Music, Podcasts, Clean o
@ Music Videos off &
2 Music Profiles off &
Siri Web Search Allow &
[@ Explicit Langua... Don't Allow &
B Deleting Apps Don't Allow <

maves its usage from the

om Apple

i

Turn Off Restrictions



14. Sensitive Photos and Videos Protection.

< Back

Sensitive Photos and

Videos Protection

Apple products help protect kids
from sharing sensitive photos and
videos, with resources to guide them.

i0S can detect nude photos and videos
before they're sent or viewed en your
child's device, and provide guidance
and age-appropriate resources to help
them make a safe chaice. Apple toes

not have access to the photos eor videos.

Learn more about Communication Safety...

15. Screen Distance.
< Back
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Screen Distance

Screen Distance encourages you
to move your iPhone or iPad further
away to SUPport vision health.

J0L 10 hold your




16. Screen Time Reporting - By turning on this feature you will be able to review your
child's activity and define times the phone can be used and also how much time can be
spent on the Apple Device (This can be done by App category or can be set for each
individual App installed on your child's Apple Device).

< Back

4

Keep track of John's
screen time?

Get insights and set limits
for John's screen time.

Sereen Time Insights

Scheduled Downtime

Z App Limit:
Set dlaily t

Turn On App & Website Activity

Set Up Later

17. Set time away from screens - this setting allows you to set the time of the day their
Apple Device can be used. (/n this example the Apple Device can only be used between
4pm and 8pm). This setting can be changed later and can be set to individual days of
the week, your child can also request additional time which you can approve or deny. |
will cover this later in this guide).

r Rl

£ Back

71\

2

o
Set time away
from screens?

Set a schedule for time away from

the screen. During downtime, your

permission will be required for more

screen time. Only apps you choose to
allow and phone calls will be available.

p

Start 20:00

End 2 16:00

Turn On Downtime

Set Up Later



18. Next you will need to create a Passcode, this should be different to the passcode your
child uses to unlock their Apple Device. This passcode is used to override and edit the

Parental Control settings. Enter the code twice.

r B

€ Back ' < Back
Parental Controls Lock Parental Controls Lock
Require a passcode to make changes to Screen Re-enter your passcode.

Time settings. Make sure your child can't easily
guess this passcode.

™~ N

© 00O 0 0 O

19. Ask to Buy - this feature will prevent your child from making unauthorised purchases.

d 2

Ask to Buy Is Turned
On for John

You and other parents or guardians will
be notified about, and must approve,
any purchases or downloads from the

App Store, iTunes Store or Apple Books,

Turn Off Ask to Buy



20. Location Sharing — This feature will only work when the Apple device is connected to
the internet (Wi-Fi or mobile data).

r Al

< Back

Share John's location
with family?
John's location will be shared
with all family members, including

any new members added later.

You will also be able to help
locate John's devices in Find My.

Learn more about location sharing

Share Location

skip

21. All the basic settings have now been configured.

v
All Set

John's Apple ID is set up and has been
added to your family.

jsmith88130@icloud.com
John can use this Apple ID to sign in to
Apple devices and services. You can
review or update John's information in
Family Settings.
To make communications easier, the

guardians’ Apple D will be added to John's
contacts.

22. The final step is to make sure your child is using the Apple ID you have used in this setup
process on their iPhone or iPad. Once they are logged in all the parental controls will be
applied to their Apple devices.



Managing Parental Controls via Apple’s Family Safety.

When you go to “Settings” on your phone you will now see “Family” under your ApplelD.

Settings

y
WL senlein,iCloud, vesin & Purchses

Family

Airplane Mode
Wi-Fi
Bluetooth
() Mebile Service
Persanal Hotspot off

VPN
O notiications

ED sounds & Haptics
Focus
B screenime

[E) ceneral

B control Centre

After tapping “Family” you will be taken to the main Family Safety page, from this page you can
view the children’s accounts you are currently managing. Simply tap your child's name to
access their parental control settings.

< Family John

John Smith

Age 12

Apple ID & Password
ak d.co

88130@icioud.com

= Parents/Guardians

B Screen Time
sage and parental controls

Ask To Buy
Purchase approval recy

[
Purchases

Requires Purchase Sharint

iy




The graph will show you a summary of the daily usage and will show you the average time your
child has spent on their device, as well as a comparison in terms of percentage from the
previous week.

Daily Average

1 h 47m @ 33% from last week

Screen Time
Usage and parental controls

Tap “Screen Time” and you will able to manage all the parental control settings and see in
more detail your child's usage. To make any changes to the settings you will require the PIN you
created in Step 14.

Daily Average

1 h 47m © 33% from last week

See All App & Website Activity

LIMIT USAGE

Downtime
¥ On until schedule

App Limits

=¥ set time limits far apps

Always Allowed
.

Choose apps to allow at all times

Screen Distance
Reduce eye strain

OMMUNICATION

Communication Limits
on

Communication Safety
on

RESTRICTIONS

Content & Privacy Restrictions
Manage content, apps and settings

()

Include Website Data ()

Change Screen Time Passcode

Turn OFff App & Website Activity

s




See All App & Website Activity

Week Day

EEN TIME

Daily Average

Th 47m o:

. = o -
Social Creativity
3h6m 1h 49m 55m

70 from last week

Total Screen Time 8h 55m

LIMITS

All Apps & Categories 1hr

MOST USED SHOW CATEGORIES

© WhatsApp

= CapCut - Photo & Video Editor

a Roblox

# Photos

@ Duolingo

You can look at the total weekly or daily usage or narrow it down to a particular

App (to view daily usage, simply Tap the day of the week you would like to view).
Time limits can be adjusted here if needed. Tap on an individual App to view its

usage.

PICKUPS

PICKUPS

Daily Average

44 © 93% from last week
I [ -

Most Pickups Total Pickups

Tuesday: 119 218

FIRST USED AFTER PICKUP

WhatsApp

Roblox

Settings

Duolingo

B e 06 E

Show More

Pickups show the number of times the device was accessed and which App was
first used.



NOTIFICATIONS

NOTIFICATIONS

Daily Average

WhatsApp

©J .
(i Planner & Journal - Zinnia

oM

W‘ﬂ ®

= CapCut - Photo & Video Editor

.
Duolinge
L ]

Show More

This simply shows the number of notifications that were received for each App.

Downtime
Off until schedule

If prompted, enter your Family Safety PIN Code.

£ Screen Time Downtime

ne, only apps you choose to allow and
be available.

Turn On Downtime Until Schedule

A five-minute downtime reminder v
downtime will be turned on until sched,

Scheduled [ @)

Every Day v

Customise Days

Time 19:00-16:30

Downtime will apply to devices. A downtime
reminder will appear five minutes before downtime
begins

Block at Downtime o

The device will be blocked at downtime will be

able to ask for more time from a parent or guardian.

You can set the Downtime for all days of the week or customise for each individual
day...



< Screen Time Downtime

During downtime, only apps you choose to allow and
phone calls will be available.

Turn On Downtime Until Schedule

A five-minute downtime reminder will be sent and
downtime will be turned on until schedule resumes.

Scheduled o

Scheduled tums on downtime for the time period you
select. A downtime reminder will appear five minutes
before downtime.

Every Day

Customise Days v
Monday 19:00-16:30
Tuesday 19:00-16:30
Wednesday 19:00-16:30
Thursday 19:00-16:30
Friday 19:00-09:00
Saturday 19:00-09:00
Sunday 19:00-16:30
Downtime will apply to devices. A downtime
reminder will appear five minutes before downtime
begins

Block at Downtime o
The device will be blocked at downtime. will be

able to ask for more time from a parent or guardian

App Limits
Set time limits for apps

£ Screen Time App Limits

App Limits O

Set daily time limits for app categories you want to
manage. Limits reset every day at midnight.

All Apps & Categories

Mon=Fri 1hr, Sat-Sun 2hrs

Add Limit

Tap “Add Limit”



Cancel Choose Apps

ST USED APRS, CATEGORIES AND WEBSITES

{(

All Apps & Categories

0

Social

Messages

C

WhatsApp

G

Games
Il Entertainment
Creativity
Productivity & Finance
Education
Seesaw

Duolingo

?&,‘E,@\? A

Toca Life World: Build a Story
Information & Reading
@6 Health & Fitness

Utilities

Shopping & Food

v Travel

You can now set a time limit on either All Apps, a specific App category or an individual
App.

< Choose Apps Calculator Add

Time 1 hr, Every Day

1 hour O min

Customise Days

Block at End of Limit [ @)

g Calculator

You will be given the option to set the Time Limit and by selecting “Block at End of the
Limit” the App will automatically be locked once the limit has been reached and they
will be unable to use it until the following day. You can choose to either set the same
time limit for every day or set it for each individual day of the week by tapping

“Customise Days”.




€ Calculator Customise Days

Monday 1hr
Tuesday 1 hr
Wednesday 1 hr
Thursday 1hr
Friday 1 hr
Saturday 1 hr

Sunday 1hr
If you want to set different time limits for different categories or individual Apps, simply
Tap “Add Limit” and complete your required settings.
If using multiple limits, please be aware the most restrictive limit will always take
precedence. (e.g. Setting a limit of 2 hours for WhatsApp and an additional limit of 1

hour for the “Social” category, WhatsApp will be blocked after 1 hour.)

Once the limit has been reached your child can send a request for additional time.

Always Allowed
Choose apps to allow at all times

There are 2 parts to this setting, the first allows you to specify who is able to contact
your child when their device downtime is active (this feature is only applicable to Apple
Apps, apps such as WhatsApp will remain blocked)

This setting will override the App Limit setting (/f you have chosen to set limits for
individual Apps you can skip this setting)

< Screen Time  Always Allowed

Contacts Specific Contacts

9 rhone

© M calculator
© B camers
@ [ ouolingo
@ & Pphotos
OB seesaw
F=) Shortcuts
© [ weather

HODSE APPS
[+] ﬁ App Store
& B Apple store
© = calendar

@O cips

- -



& Back Allowed Communication

Specific Contacts v

Contacts Only

Add Contacts

You have the option to select specific contacts from either your device’s address book
or from your child’s device. You are also able to create a New contact (this will be
added to your child's address book).

Choose From My Contacts
Choose From Contacts

Add New Contact for

Cancel

~ Screen Distance
Reduce eye strain

¢ Screen Time Screen Distance

Screen Distance D

To reduce eye strain and the risk of myopia in children,
Screen Distan il ort you to | 1 an iPhone or iPad
with Face ID at a recommended ce

Communication Limits
On

These settings allow you to control who your child can communicate with both when
their device is available and during downtime (these are linked to the contacts from the
previous section). You are also able to manage the contacts stored on your child’s
device, itis also possible to block your child from creating or editing contacts, when
this is enabled they will need to ask you to add a contact to their address book.



¢ Back Communication Limits

Limits apply to Phone, FaceTime, Messages and iCloud
contacts. Communication to known emergency numbers
identified by s network provider is always
allowed.

ALLOWED COMMUNICATION

During Screen Time
Contacts Only

Limit who €an cemmunicate with during
allowed screen time.

During Downtime
Specific Contacts

Limit who can communicate with
during downtime.

Manage Contacts O

Contacts 40

Changes to contact cards will only apply to <

Allow Contact Editing

Communication Safety
On

¢ Back Communication Safety

SENSITIVE PHOTOS AND VIDEQS

Communication Safety (:)

Communication Safety can detect nude photos and
videos before they're sent or viewed on your child's
device, and provide guidance and age-appropriate
resources to help them make a safe choice. Apple does
not have access to the photos or videos. Learn more...

View Child Safety Resources

Resources to help have conversations with your child
about digital safety topics like sexting and nudes.

ANALYTICS & IMPROVEMENTS
Improve Communication Safety

Help Apple improve Communication Safety by sharing
analytics and usage data. Analytics and data are
aggregated in a form that is not personally identifiable:
No messages or media are shared with Apple. About
Improve Communication Safety & Privacy...



) Content & Privacy Restrictions
Manage content, apps and settings

¢{ Back Content & Privacy Restrictions
Content & Privacy Restrictions C
iTunes & App Store Purchases

Allowed Apps & Features

Store, Web, Siri & Game Center Content

PRIVACY

Share My Location Don't Allow

ALLOW CHANGES TO

Passcode & Face ID Allow
Accounts Don't Allow
Mobile Data Allow
Driving Focus Don't Allow
TV Provider Don't Allow
Background App Activity Allow

iTunes & App Store Purchases

< Back iTunes & App Store Purchases

STORE PURCHASES & RE-DOWNLOADS

Installing Apps Allow
Deleting Apps Allow
In-app Purchases Don't Allow

REQUIRE PASSWORD

Always Require V4

Don't Require

ard for additional purcha
m the iTunes, Book or App §

after making

(“Installing Apps” setting only applies to re-downloading previously approved
Apps, see “Ask to Buy” section below for the installation of new Apps)



Allowed Apps & Features

< Back Allowed Apps & Features

Turning off an app or feature will remove it from the
Home Screen, but will not delete it from iPhone

©
Safari
FaceTime

SharePlay

Camera

ole

Siri & Dictation
Wallet

AirDrop

20002000

CarPlay

iTunes Store
m Book Store o

¥ Health

Fitness

This screen allows you to select which default Apple Apps are available on the
device.



Store, Web, Siri & Game Centre Content.

Settings on this screen are fairly self-explanatory.

<

Store, Web, Siri & Game Center Content

ALLOWED STORE CONTENT

Music, Podcasts, News, Fitness Clean
Music Videos On
Music Profiles Off
Movies 12
TV Shows 12
Books Clean
Apps 2+
App Clips Allow
WEB CONTENT

Web Content Limit Adult Websites

SIRI
Web Search Content

Explicit Language

Multiplayer Games
Adding Friends
Connect with Friends

Screen Recording

arby Mult

Private Messaging
Profile Privacy Changes

Avatar & Nickname Changes

WEB CONTENT

Web Content

Don't Allow

Don't Allow

Don't Allow

Don't Allow

Don't Allow

Allow

Allow

Don't Allow

Don't Allow

Allow

Limit Adult Websites

Web Content gives you three settings:

—

Unrestricted — Access to all websites.

2. Limit Adult Websites — Websites with an 18+ rating.
3. Only Approved Websites — Access to Websites approved by

you.



< Back Web Content

Unrestricted

Limit Adult Websites. v

Only Approved Websites

Add Website

NEVER ALLOW
facebook.com
instagram.com
snapchat.com
spotify.com
tiktok.com
twitter.com
youtube.com

Add Website

You can also block access to specific websites sites under the
“Never Allow” section. (this does not apply to the Apps, e.g. If the
Facebook app is installed this can still be accessed unless the App
has been restricted).

Include Website Data

Enable this feature if you want to be able to track your child’s web browsing.

Ask To Buy
Purchase approval required
< John Ask to Buy
Require Purchase Approval Q{)

When enabled you will have to approve the App before it can be installed on your child’s
device. You will receive a message on your device with details about the App to review
its suitability and can either choose to Approve or Block the installation. It is worth
noting that although an App may have a 12+ Restriction, this is just an advisory and is
not a foolproof confirmation that it does not contain any adult content. Therefore itis
worth doing a little research before approving the use of an App.



Your child's Apple Device configuration is complete. | would recommend using the most
restrictive settings initially, and then adjusting the settings as your child uses the device. (am
sure they will quickly let you know when something doesn’t work!)

Man Parental Controls from Devic

You can also adjust and update all of the above settings directly from your child's device. Go to
“Settings” and tap “Screen Time” and enter the PIN code from Step 18.

'» :> Screen Time
|- 5

WhatsApp.

As | mentioned at the beginning of this guide there are no available parental controls for this
App, some of the Apple settings can help reduce areas such as usage, availability during the
day, contact management etc..

Controls on access to groups, contact requests, and received media cannot be controlled. The
only way to manage these areas is a manual process, either by periodically checking their
device oritis possible to use the WhatsApp desktop Application to gain access to their
messages, remove inappropriate messages or media, and block users (it is possible for them to
remove the block if they know where to find this setting).



